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Abstract of the contribution: Proposes re-use of existing security context for the UE when the UE is already registered.
1
Discussion

In current NAS model in EPS, when the UE performs a NAS procedure after being already successfully registered with the CN, the UE integrity protect the NAS message as a way to secure the NAS signalling and to prove to the network that the UE and the CN have a valid security context. This allows the CN to skip a full end to end authentication of the UE.
The same mode is desirable in the 5G system. In particular, the model should apply also to the case on Untrusted non-3GPP.

This paper proposes enabling the re-use of the security context established by the UE and the AMF during a previous successful authentication for a registration over one access, and stored in the SEA, in order to enable the AMF to avoid authenticating the UE at a later registration on an additional access.

When the UE is registered over a single access, if the UE can be served by a single AMF, the UE perform registration over the additional access by integrity protecting the NAS signalling using the NAS security context of the previous access. Upon verifying that the UE and the AMF share a valid security context, the AMF may skip the UE authentication for the registration over the additional access, and may issue a security mode command to establish a dedicated NAS security context for the additional access.

2
Proposal

It is proposed to adopt the following in TS 23.501. 

* * * * First Change * * * *
4.2.7
Support of non-3GPP access

Editor's note:
This should include non-roaming and roaming reference architecture for support of non-3GPP access. To start with, Rel-15 will include support for untrusted access.

4.2.7.1
General Concepts to Support Non-3GPP Access

The 5G core network supports the connectivity of the UE via non-3GPP access networks, e.g. WLAN access.

Only the support of non-3GPP access networks deployed outside the 5G-RAN (referred to as "standalone" non-3GPP accesses) is described in this clause.

In this release of specification, 5G core network only supports untrusted non-3GPP accesses.

The N2 and N3 reference points are used to connect standalone non-3GPP accesses to 5G core network control-plane functions and user-plane functions respectively.

A UE that accesses the 5G core network over a standalone non-3GPP access shall, after UE attachment, support NAS signalling with 5G core network control-plane functions using the N1 reference point.

When a UE is connected via a 5G-RAN and via standalone non-3GPP accesses, multiple N1 instances shall exist for the UE i.e. there shall be one N1 instance over 5G-RAN and one N1 instance over non-3GPP access.
A UE simultaneously connected to the same 5G core network of a PLMN over 3GPP access and non-3GPP access shall be served by a single AMF if the selected N3IWF is located in the same PLMN as the 3GPP access.
When a UE is connected to a 3GPP access of a PLMN, if the UE selects the N3IWF and the N3IWF is located in a PLMN different from the PLMN of the 3GPP access, e.g. a different VPLMN or the HPLMN, the UE is served separately by the two PLMNs. The UE is registered with two separate AMFs. PDU sessions over the 3GPP access are served by V-SMFs different from the V-SMF serving the PDU sessions over the non-3GPP access.

The PLMN selection for the 3GPP access is independent of the N3IWF selection.
Editor's note:
It is FFS whether there exists a case that a UE is served by different PLMNs simultaneously due to roaming condition, e.g., a UE is roaming and connected over 3GPP access and non-3GPP access through N3IWF located in HPLMN, and it is also FFS how the system and the UE behave in such a case.

Non-3GPP access networks shall be connected to the 5G core network via a Non-3GPP InterWorking Function (N3IWF). The N3IWF interfaces to 5G core network control-plane functions and user-plane functions via N2 interface and N3 interface, respectively.

A UE shall establish an IPSec tunnel with the N3IWF to attach to the 5G core network over untrusted non-3GPP access. The UE shall be authenticated by the 5G core network during the IPSec tunnel establishment procedure when a valid security context does not exist for the UE in the 5G core network. Further details for UE attachment to 5G core network over untrusted non-3GPP access are described in 4.12.2 in TS 23.502 [3].

Editor's note:
it is FFS whether the UE attaches to non-3GPP access without establishing any PDU sessions, or if the UE always performs an attach with a PDU session establishment.

It shall be possible to maintain the UE signalling connection with the AMF after all the PDU sessions for the UE over the non-3GPP access have been released or handed over to 3GPP access.
N1 NAS signalling over standalone non-3GPP accesses shall be protected with the same security mechanism applied for N1 over a 3GPP access.

Editor's note:
Name of N3IWF may need to be changed.
Editor's note:
How QoS is supported via the N3IWF and untrusted non-3GPP accesses is FFS.
* * * * Next Change * * * *
5.10
Security aspects

5.10.1
General

The security functions in the 5G system include:

-
Authentication of the UE by the network and vice versa (mutual authentication between UE and network).

-
Security context generation and distribution.

-
User Plane data confidentiality protection.

-
Control Plane signalling confidentiality and integrity protection.

Editor's note:
Whether User identity confidentiality protection is part of security function is FFS.

Editor's note:
Detailed description for the security functions will be addressed after the corresponding SA WG3 work is concluded.
5.10.X
Security Model for non-3GPP access
Editor’s Note: this section contains security aspects specific to the support of non-3GPP accesses.

5.10.X.1 Security Context at registration

When a UE is successfully registered, the security context for the UE in the SAE enables avoiding the full end to end re-authentication of the UE when the UE performs a re-registration, and when the UE is registered to one access and performs a registration procedure over another access. 
When the UE is registered over a single access, if the UE can be served by a single AMF, the UE perform registration over the additional access by integrity protecting the NAS signalling using the NAS security context of the previous access. Upon verifying that the UE and the AMF share a valid security context, the AMF may skip the UE authentication for the registration over the additional access, and may issue a security mode command to establish a dedicated NAS security context for the additional access.
* * * * End of Changes * * * *
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